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Politika pro Zodpoveédné hlaseni bezpecnostnich zranitelnosti

Zabezpedeni sluzeb a dat nasich zakaznik( je jednou z hlavnich priorit spole¢nosti ALLWYN, proto vitame
spolupraci s vyzkumniky z oblasti bezpecnosti. Pokud se domnivate, ze jste objevili moznou zranitelnost v
jakékoli z nasich sluzeb, nechranéna data nebo jiny bezpecnostni problém, nahlaste nam jej.

Zadame vés, abyste nezverejiiovali zjisténé zranitelnosti a postupovali podle nasledujicich zasad.

Zasady pro zodpovédné hlaseni bezpecnostnich zranitelnosti:

e Objevenou zranitelnost nahlaste na e-mail security@allwyn.cz .

e  Soucasti hlaseni zranitelnosti bude detailni proof of concept umoznujici reprodukci a ovéreni
hlaSené zranitelnosti.

e Informace o zranitelnosti nebudou zvefejnény ani poskytnuty tfetim osobam bez pfedchoziho
souhlasu spolec¢nosti ALLWYN.

e  Pro pfistup do nasich systémui nebudou pouZzity brute-force techniky ani metody socialniho
inZenyrstvi.

e NevyuZijete zranitelnosti k pfistupu k datim, ke kterym nemate opravnéni.

e  Pfiovéfovani zranitelnosti udélate vSe pro to, aby nedoslo k majetkové Skodé ¢i nemajetkové
ujmeé, poruseni soukromi a nedostupnosti nebo zhorSeni poskytovani nasich sluzeb.

Zasady pro vyhodnoceni hlasenych bezpecnostnich zranitelnosti:

VasSe podani by mélo byt potvrzeno do 72 hodin. Oznameny bezpenostni problém poté analyzujeme a
potvrdime, o ¢emz vas obvykle kontaktujeme do 5 pracovnich dng.

Potvrzené bezpecnostni zranitelnosti nasledné budou feseny dle jejich zadvaznosti a budeme vas
informovat o pldnovaném datu odstranéni zranitelnosti. Po celou dobu feSeni nahlaSené zranitelnosti vas
zadame o zachovani dlvérnosti v této véci.

V soucéasné dobé nenabizime ani se netéastnime Zadnych stalych programu nabizejicich odmény za
nalezeni bezpecénostnich zranitelnosti.
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Responsible Disclosure Policy

As securing our customers’ services and data is one of ALLWYN'’s top priorities, we welcome collaboration
with security researchers. If you believe you have discovered a potential vulnerability in any of our
services, unprotected data or another security issue, please report it to us.

We ask that you do not disclose any vulnerabilities you discover and that you follow the guidelines below.

Responsible Disclosure Guidelines:

e Please report any discovered vulnerability to security@allwyn.cz .

e Provide details of the vulnerability, including the information needed to reproduce and validate
the vulnerability and a Proof of Concept (POC).

e You will not disclose the vulnerabilities found to any third party without the prior consent of
ALLWYN a.s.

e Do not use brute-force techniques or social engineering to gain access to our systems.

e Do not exploit vulnerabilities to access data that you are not authorized to access.

e When validating a vulnerability, make every effort to avoid property or non-material damage,
privacy violations, destruction of data, and interruption or degradation of our services.

Vulnerability Evaluation Rules

Your submission should be acknowledged within 72 hours. We will analyse and confirm the reported
security issue, and will typically contact you within 5 business days.

Confirmed vulnerabilities will be handled according to their severity, and we will inform you about the
planned date for remediation of the vulnerability. We ask that you maintain confidentiality while the
reported vulnerability is being resolved.

We do not currently offer or participate in any ongoing programmes offering rewards for the
discovery of vulnerabilities.
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